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HP ArcSight ESM Security Administration Course

Introduction to HP ArcSight ESM 6.5

e Overview of HP ArcSight ESM 6.5
e Architecture and features
e User interface and navigation

Installing and configuring ArcSight ESM

e Preparing for installation
e Installation steps
e Configuring ArcSight ESM

ArcSight ESM Architecture and Data Flow

e Understanding the ArcSight ESM architecture
e Data flow in ArcSight ESM
e Data management and storage

ArcSight ESM Management Center

e Introduction to ArcSight ESM Management Center
e User management and roles
e System maintenance and monitoring

Managing Event Data and Data Sources

e Configuring data sources
e Managing event data



e Normalizing and enriching data
ArcSight ESM Rules and Filters

e Creating and managing rules
e Filters and conditions
e Using active lists

Advanced Correlation and Analysis

e Correlation concepts and techniques
e Creating and managing correlation rules
e Using the ArcSight console for analysis

ArcSight ESM Reporting

e Understanding reporting in ArcSight ESM
e Creating and customizing reports
e Scheduling and exporting reports

User and Role Management

e Managing users and groups
e Managing roles and permissions
e LDAP and Active Directory integration

ArcSight ESM Administration and Troubleshooting

e Troubleshooting ArcSight ESM
e Performance optimization
e Configuring event storage and retention



Backing up and restoring ArcSight ESM

e ArcSight ESM backup and restore procedures
e Disaster recovery planning

ArcSight ESM Patching and Upgrades

e Patching and upgrading ArcSight ESM
e Best practices for upgrades and migrations.
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